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The Cohesity Data Security Administration 
instructor-led course is an 8-hour session focused 
on the implementation and administration 
of Cohesity platform security solutions in on-
premises, edge, cloud and hybrid environments 
while adhering to industry and Cohesity security 
hardening guidelines and best practices. Various 
hands-on security lab activities are provided as a 
part of the course.

Target Audience
Cohesity Administrators, Professional Services Engineers, 
Solution Engineers, Information Security Analysts, Cyber 
Security Engineers, Information Security Administrators

Prerequisites
(Strongly Recommended) Basic understanding of 
Information security or Cybersecurity concepts

(Strongly Recommended) Cohesity Platform Foundations 
and Data Protection Operations Courses or equivalent 
experience

Course Objectives

Introductions  
•	 Class Introduction

•	 Course Overview

Data Resiliency
•	 Fault-tolerance

	- Platform and Data Fault Tolerance

•	 Immutability (for DataProtect and SmartFiles File & 
Object)

	- File system immutability

	- DataLock 

	- Legal Hold

	- Geographical fault-tolerance

	- Data Isolation

Encryption
•	 Data at rest

	- Overview

	- Internal KMS (Key Management Server)

	- External KMS

•	 Data Inflight

	- Overview

	- Backup

	- Replication

	- CloudArchive

	- CloudTier

•	 Labs

	- Configure DataLock

	- Configure Legal Hold

	- Configure Data at rest and inflight encryption

Zero Trust and Strong Authentication
•	 Platform management & data access control

	- Network access control

•	 Management 

•	 Data

	- User management & RBAC (Role-Based Access 
Control)

•	 Local users

•	 Active Directory integration

•	 Secure Shell and Secure API Access

•	 Multifactor authentication (MFA)

•	 Single Sign-On (SSO)

•	 Quorum Groups

•	 IPMI and underlying OS security
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•	 Support Channel security considerations

	- File & Object access control (external Views access 
control)

•	 NFS access control

•	 SMB access control

•	 S3 access control

•	 Labs

	- Configure network access control using firewall

	- Configure users and RBAC

	- Configure MFA for user access

	- Secure the Linux shell user

	- Configure File-based & Object storage access 
control

Detection & Analytics
•	 Continuous Monitoring

•	 Auditing & Log Management

	- Cluster-level

	- File-level

	- Syslog

	- SNMP

•	 Helios Security Center

	- Posture Advisor

	- AntiRansomware Dashboard

•	 Overview

•	 Configuration settings  

•	 Security Apps & Integrations

	- Overview and examples

	- Introduction to Cohesity Threat Detection and Data 
Classification

•	 Labs

	- Configure auditing

	- Configure an external syslog server

	- Configure SNMP server

•	 Security Incident Response and Recovery 

	- Overview of Cyber Recovery

	- Cohesity Best Practices

https://www.cohesity.com

