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 Course Description 
 

Symantec Content Analysis 3.2 Administration  
Course Code:  000287 
 

The Symantec Content Analysis 3.2 Administration 
course provides a detailed introduction to the features 
that comprise Content Analysis, which is the threat 
protection complement to Symantec SWG solutions.  

Delivery Method 

Instructor-Led 

Duration 

2 days 

Course Objectives 

By the completion of this course, you will be able to: 

 Describe the major Content Analysis functions and 
capabilities 

 Write threat protection policies to defend enterprise 
networks against malware attacks  

 View reports and monitor solution performance 
 Understand how Content Analysis can be integrated 

with other Symantec security solutions 

Hands-On 

This course includes practical hands-on exercises that 
enable students to test their understanding of the 
concepts presented in the lessons.  

Prerequisites 

 Basic understanding of networking concepts 
 Basic understanding of network security concepts 
 Basic understanding of the use of proxy servers 

Certification exam 

No certification exam is required.  
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Course Description Symantec Content Analysis 3.2 Administration 
 
 

For further information, please contact your regional education team: 
Americas.Education@Broadcom.com | APJ.Education@Broadcom.com | EMEA.Education@Broadcom.com 

Course Outline 

Module 1: Introduction to Symantec 
Content Analysis 

 Symantec Content Analysis overview 
 Content Analysis deployment options 

Module 2: Preparing Content 
Analysis for scanning 

 Configuring ICAP communication 
 Preparing to scan for malware 
 Optimizing performance and user experience 

Module 3: Sandboxing options with 
Content Analysis 

 Using Symantec Cloud SWG-based sandboxing 
 Integrations with other services 
 Using external sandboxes 
 

Module 4: Monitoring and reporting in 
Content Analysis  

 Viewing statistics and reports in Content Analysis 
 Viewing statistics and reports in Management 

Center 
 

Module 5: Integrating Content 
Analysis with other Symantec 
security solutions 

 Integrating Content Analysis with Symantec 
Endpoint Security Manager 

 Integrating Content Analysis with Symantec 
Messaging Gateway 

 Integrating Content Analysis with Symantec Security 
Analytics 

 
 

Module 6: Administering Content 
Analysis 

 Configuring Alerts 
 Managing system logs 
 Performing administrative tasks 

Module 7: Diagnostics and 
troubleshooting on Content Analysis 

 Common symptoms and solutions 
 Working with Symantec Support 

Module 8: Course review 

 

Appendix A: Getting started with 
Content Analysis 

 Security best practices 
 Content Analysis first steps 
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