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Heffernan Insurance Brokers Stops Network Attacks

Headquartered in Walnut Creek, California, Heffernan Insurance 

Brokers has a nationwide presence, offering comprehensive business 

insurance, personal insurance, employee benefits, and financial 

services products to a wide range of businesses and individuals. Since 

its founding in 1988, Heffernan has remained employee-owned and 

has grown revenue to over $100 million primarily through organic 

growth, along with strategic acquisitions.
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Heffernan Insurance Brokers CIO John Petersen speaks about deploying Blue Hexagon to secure against
network threats.

John Petersen, Chief Information Officer of Heffernan Insurance Brokers, 

has responsibility for the company’s security and IT infrastructure. As CIO, his job is to make sure that the Heffernan Insurance Broker IT 

strategy helps the business meet its goals of profitability, growth, and increasing shareholder value.

From a security perspective, John needs to ensure that critical client data is protected. There are numerous business-to-business transaction 

processes to secure, along with sales teams on the road, that require secure access to information from any device, anywhere.growth, along 

with strategic acquisitions.

Blue Hexagon Delivered Fastest and Most Complete Threat Prevention Platform 

John Petersen, who does not believe the traditional network security approach of using firewalls with signatures and sandboxes is effective, 

had been looking for a new approach to network threat detection when he was referred to Blue Hexagon. He and his team put Blue Hexagon, 

along with other security vendors, to rigorous tests. As seen in the video, John was impressed by Blue Hexagon’s ability to detect all types of 

network threats, known and unknown, in less than a second. He selected the company’s Deep Learning-powered Network Security Platform 

for network perimeter threat detection at Heffernan Insurance Brokers.

The Blue Hexagon deep learning models inspect the complete network flow—payloads, headers, malicious URLs, and C2 communications—

and is able to deliver threat inference in less than a second. Threat prevention can then be enabled on firewalls, endpoint devices, and 

network proxies. Blue Hexagon’s proprietary deep learning models have successfully identified a number of unique threats, including Anatova 

and Trickbot. Blue Hexagon also identified a weaponized version of the New Zealand shooting suspect’s Manifesto.

Blue Hexagon’s speed of detection allowed the security team to take action right away. In fact, Heffernan’s cyberinsurance carrier was in disbelief 

that Blue Hexagon was able to catch—and neutralize—the Emotet threat so quickly.
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